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1.2 #0O5I%

EORBW Bz BiE %A

1 AREE /open-api/staff/query GET  JRERAGRMEZE, ZHEHZERIITEE

2 AT /open-api/teams/query GET IREMIAEER, SPEKTNAGHE

3 EHEN /open-api/attendance/query GET  SRENEENFTREUE

4  TEEH /open-api/tasks/query GET FRERI B4 dnEHILUIE

5 YREN /open-api/materials/query GET SREWIHLEFESRBEEE

6 ZEEIBRH /open-api/full-order- GET  SREAS/IIAT B/KE/FRIPEAER
It statistics/query =

1.3 #|EARIR
EABIFE UrbanOps FERIBEUTRIE (RIZ4HAREEE Redis) :

S B
appld RAE—TR (RFAHE)
appsecret NA%YH (ZERE, TatE)

| 2. z&smmns

21 X2
BMERDITIEFLAT 4 MERK:

wRk -3l R 2R
appId String FaoErIRNA ID
timestamp String SR Unix YB3 (Z8), S5RSBEMENREAEERT 60 ¥
nonce String MENFERE, KE 210, S8XIERUBIARE (BHER)
sign String BRFRE (SHA256 ITEHER, NE+73idH)
22 FREEX

ERFITBEIEM

X

BZRFHE = queryParams (ZkeyF B FHTIMva lueHtiz)

+ headerParams (#Zkey=8FHFHva lueftiz)
+ appSecret

g2/ H 2171
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BIRPER:

1. HEF Query B8 J§ URL HFE query SE0% key FRFFHISI, HHEFRAE value

2. Yt1% Header SEUE: % key FBFAF (B appId — nonce — timestamp ), HORPHEE(NIRE
3. B0 appSecret: TT&Hx/EHt1E appSecret

4.it8 SHA256: 3 EAEBFRIEITE SHA256 8%, RN+ #HFIF/FS

BERZARN

sign = SHA256(
sortedQueryParamValues
+ appIdfE + noncefE + timestampf&
+ appSecret

i£&: GET 15K body, body B30 ANZ=FRE (FE5%R).

2.3 ZZTHI

B3

- appId = my_app_001

- appSecret = abcl23xyz

- &K URL: /open-api/staff/query?deptId=100

HIRIRRE:
queryParams(sorted by key):
deptId=100
- values = "100"

headerParams(sorted by key):
appId=my_app_001, nonce=alb2c3d4e5f6, timestamp=1749696000000
- values = "my_app_001" + "alb2c3d4e5f6" + '"1749696000000"

signStr = "100" + "my_app_001" + "alb2c3d4e5f6" + "1749696000000" + "abcl23xyz"

sign = SHA256(signStr)
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2.4 FRRIHN

RGN m KIMHRE]

appld 3E= L 400 FEZAIEHH
timestamp BI3% |serverTime — timestamp| =< 60s 400 FEZAIEH
nonce K& len(nonce) = 10 400 FEAIEH
sign 3E= WL 400 BB IEH
FRLEXS serverSign == clientSign 400 HERZAIEHH
nonce FHE K [E— appld + nonce A& REEERA—X 900 TFEEEIEK

3.1 BAMMAE

{
"code": 0,
llmsgll: IIEEIjJII
"data": [ ]
}
FE -8 %08
code Integer 0 RT-AIN, 3 0 RREKW
msg String RRMER
data Array WEHIETIR (RIFESWEMEIREFMELTEICSE)

3.2 QAR [E)#g 30
FiE BEART ) FER A — (A& yyyy-MM-dd HH:mm:ss

Tffl:  2026-06-11 09:00:00

FATL/H 2171
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| 4.1201: ARz

41 BEX(ER

I 158A

i /open-api/staff/query

FE GET

AR REMAREMMRER, HRE]. g8, FNSEXHHL
4.2 iEKRSHE

S8 RE AR

name String & HE, EHILES

mobile String & FHS, RHITES

deptId Long & E817ID, FEHRITES

status Integer 5 RE: 0=, 1=2H

busiline String & WseL: yI=FM, wy=#l, sz=mh
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4.3 R R

FER - 3] EA

id Long ARID

username String BF&

nickname String e

mobile String Fi=s

deptId Long Z8177ID

deptName String ER)RFR (A0 FRIP—E")

postIds Array\<Long> Ekivi[DLIIES

postNames String MAIEM (BSoE, WPEKFEARR")

busilLine String NIIE=257

status Integer RS (0=/2A, 1=2HRH)

cardNumber String TS (&&%S, BTZEEHITF)

isInner Integer EEREAR (1=AEB, 2=5Mp)

createTime String NIRBES (8830 yyyy-MM-dd HH:mm:ss)
4.4 35Kl

curl =X GET "https://test.jichengshanshui.com.cn:28302/open—-api/staff/query?deptId=100" \
-H "appId: my_app_001" \
-H "timestamp: 1749696000000" \
-H "nonce: alb2c3d4e5f6g7h8" \
-H "sign: 3a5f8c9%e2bld4f6a8cle2b4dd6f8adc2e4b6d8f0a"
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4.5 g Rz A5l

{
"code": 0,
"msg": "RERIN",
"data": [
{
"id": 1001,
"username": 'zhangsan",
"nickname": "3K=",
"mobile": "13800138001",
"deptId": 100,
"deptName": "FRiF—II",
"postIds": [10, 20],
"postNames": "I, AR,
"busiLine": "y1",
"status": 0,
"cardNumber": "DEV0O1",
"isInner": 1,
"createTime": "2024-01-15 00:00:00"
¥
I
"total": 150

| 51800 2: s

51 EX(ER

= ER
B’z /open-api/teams/query
Ak GET
1588 REVARZEWIIARER, BUHAK. FEFRIFF. AGKE
5.2 FFERSE
S8 KR R A
name String & VHERTR, EHITES
parentId Long & REBTND (ERABR), FEHAILTEHE
status Integer s RS 0=)3A, 1=2H
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5.3 R ER
FE KEY EA
id Long PIZAID
name String YEABFR
parentId Long RERIID
parentName String REBIIBIR (FREFRIPAT)
leaderUserId Long PEBARID (Staff.id)
leaderUserName String b iEAsh N
memberCount Long AGEE
sort Integer HF
status Integer RE (0=2A, 1=2H)
5.4 FERRHGI

curl -X GET "https://test.jichengshanshui.com.cn:28302/open—-api/teams/query" \
-H "appId: my_app_001" \
-H "timestamp: 1749696000000" \
-H "nonce: b2c3d4e5f6g7h8i9" \
-H "sign: ..."

5.5 ARz 751

"code": 0,
"msg": "RRIN",
"data": [
{
"id": 100,
"name": "FRiF—IL",
"parentId": 1,
"parentName": "EiLLIKER",
"leaderUserId": 1001,
"leaderUserName": "zk=",
"memberCount": 15,
"sort": 1,
"status": 0
¥
I
"total": 12
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| 6.1203: =mzm

6.1 EX(ER

1z /open-api/attendance/query
7k GET
15tBA REBFEEITRSUEBRIE, HRA. AR, NESeETR
6.2 IFKSHN
S MR 5EA
userld Long & ARID, 1&HItED
deptId Long s ERIID (MEH), FEFRAFLED
busilLine String & =253
punchType String & FIREE (LW T
startTime String =S FartiE (= : yyyy-MM-dd HH:mm:ss)
endTime String =S ZhRadE (=X yyyy-MM-dd HH:mm:ss)
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6.3 iR Ex
FE = il 2EA
id Integer 1ExID
deviceCode String REBRB
deviceName String BREBM
punchType String FT LB
userId Long ARID
nickname String PNL
deptId Long EBITJID
deptName String EE=Y
address String FTRithilk
latGcj02 BigDecimal SEL4E (GCJ-024445R)
1ngGcjo2 BigDecimal SEZE (GCJ-024445KR)
lat BigDecimal WGS845E
1ng BigDecimal WGS8442E
createTime String FTEATE

AR HRRAERSHFNERE"BEMBE TR CRCRE " FER (BIEELTHNFME) . FUSREHIAEE

Gt

F0om/ 217,
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6.4 gz 7~ 5l
{
"code": 0,
"msg": "RERIN",
"data": [
{
"id": 1,

"deviceCode": "DEV0O1",
"deviceName": "#TE#l01",
"punchType": " EPf",
"userId": 1001,
"nickname": "zk=",
"deptId": 100,
"deptName": "FRIF—PI",
"address": "JtERM AR XXXEXXS",
"latGcjo2": 39.9042,
"lngGcj02": 116.4074,
"lat": 39.9010,
"lng": 116.4030,
"createTime": "2026-06-11 08:30:00"
Y
g
"total": 320
}
}

| 7.1804: Temn

71 EXEFR

1z /open-api/tasks/query
B GET
1548A R TBEeEMERHE, S&MIE., RS, BERRE. HELHEA

EN/H 2171
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7.2 EKSE
S8 -] WE 58A
orderNo String =S TEg3, RN
orderName String 5 TERTR, EHICE
busilLine String &5 54
status Integer =S LIRS
buzStatus String &5 M SBIRTS
workerId Long 5 EEAID
startDate String S AfmitEiEa (yyyy-MM-dd HH:mm:ss)
endDate String & AT EELE (yyyy-MM-dd HH:mm:ss)

12

=
H

1/ #H21

T
=
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7.3 IR ZFER

FE E- i) 12EA
id Long TEID
orderNo String IT8=S
orderName String TEZR
orderType String TEER: Q=1RIE, C=EE, O=Hf
busilLine String 5545
commitDate String AfATE (T8 )RA&RT(E])
finishDate String STRIATE]
userId Long &% AID
userName String RIMAGER
workerId Long E2AID
workerName String BBEAHE
coHandlers Array\<String> HELIEAHRTIFR
woSourceName String BERE (NVER/ALRRESE)
status Integer BHIRS
buzStatus String W SARTS
remark String #x
photos Array\<PhotoVO> THMERA

PhotoVO £#4:

FER -] 2R
busiType String WA 01 =[aIfEER A, 02 =R0MEH, 03 =58
fileName String XHH
url String N{4HURL

FBmW/ E21 ]
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7.4 N Bz 751
{

"code": 0,

"msg": "IN,

"data": [

{

"id": 5001,
"orderNo": "W0202606110001",
"orderName": "Hi/{EEI",
"orderType": "C",
"busilLine": "y1",

"commitDate": '"2026-06-11 09:00:00",
"finishDate": null,
"userId": 1,

"userName": "EIER",
"workerId": 1001,
"workerName": "ik="",
"coHandlers": ["Z=[U", "£#H"],
"woSourceName": "/)\2FE",
"status": 1,
"buzStatus": '"processing",
"remark": "Z24ME",
"photos": [

{

"busiType": "01",
"fileName": "problem.jpg",
"url": "https://xxx.com/file/abc.jpg"
+
|
¥

g
"total": 85

| 8.1205: mnzm
8.1 EAER

1z /open-api/materials/query
s GET

AR REVIELERICR S AMMBR AR, ISR RHE
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8.2 IFKSHEN

S8 i) IR 1]
orderNo String =S T8S, ERTE
classifyName String & MRl R, EHIITE
typeName String 5 WRRREI R, EHITTE
userld Long =S fERAID
startDate String & FFiantiE (yyyy-MM-dd HH:mm:ss)
endDate String & Z55RETE (yyyy-MM-dd HH:mm:ss)

8.3 iR =FER

FER i) 2R
id Long iExID
orderNo String XBITEBS
materialName String LY SEE
specifications String S
userCount Long ER#H=E
unitName String B
classifyName String Mo E
typeName String LYJE et
typeDetailName String Ly)b SRR i)
userlId Long {EAAID
userName String ERALR
source Integer R 1=18, 2=, 3=7i
createTime String L ERTE
photos Array\<PhotoVO> ANMEB R (SHEIEEO)

iy

3
—
)]
b=
~
o
N
=
=1
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8.4 iz 7~ 5l
{

"code": 0,

"msg": "IN,

"data": [

{

"id": 3001,
"orderNo": "W0202606110001",
"materialName": "SHSE %",

"specifications": "500ml/#R",
"userCount": 5,
"unitName": "JE",
"classifyName": "Z5&",
"typeName": "ZHF",
"typeDetailName": "HlE",
"userId": 1001,
"userName": "3K=",
"source": 1,
"createTime": "2026-06-11 14:30:00",
"photos": [
{
"busiType": "02",
"fileName": "material.jpg",
"url": "https://xxx.com/file/def.jpg
}
1
¥

I;

"total": 45
ks

¥

| o.1206: 2@T RS
9.1 EXER

iZ Y ES /open-api/full-order-statistics/query
HiE GET

il RE NS/ PHAE— R BRI T RHNE. KECRHME. FIPCRUE
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9.2 FRSHEX

S8 3]
companyId Long
companyName String
type Integer
startDate String

endDate String

9.3 iR ER

companyId
companyName

type

startDate
endDate
workOrderCount
inspectionCount
maintenanceCount
remark

createTime

9.4 iF Kl

curl

UrbanOps FF 0 APT 34 [ 3CkY

DAY R

S NEI/HEEID, FEHEICED

& AE)/HHARTR, RHIICE
&= KE: 1=17AF), 2=1RYIA

& FtFE e (8 yyyy-MM-dd, REIFE B #>=12E/IER)

& SitER AR (KX yyyy-MM-dd, REZER BEI<=1%{EIiCE)

RE
Long
Long
String
Integer
String
String
Integer
Integer
Integer
String

String

-H "timestamp: 1749696000000" \
-H "nonce: f697h8i9j0k112m3" \

-H "sign:

g7/ H21]

iR

iC®ID

A E)/YEAID
AE)/HEBEFR
KB =IRAT), 2=1RUIA
e B EA
FUERBE
TEH5THEE
WEICREE
FHPICREE
i

BRI

-X GET "https://test.jichengshanshui.com.cn:28302/open—-api/full-order-statistics/query?type=
-H "appId: my_app_001" \
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9.5 gz 7~ 5l
{
"code": 0,
"msg": "RERIN,
"data": [
{
vid": 1,

"companyId": 100,

"companyName": "FE{F—II",

"type": 1,

"startDate": '2026-06-01",
"endDate": "2026-06-30",
"workOrderCount": 85,
"inspectionCount": 120,
"maintenanceCount": 60,

“"remark": "“_ZEZHIT",

"createTime": '"2026-06-11 10:00:00"

| 10. sizm@isen

10.1 ERMEXEIR

10.2 Al SR X IR
code msg 1208
400 LA IEH BZINITERM (appld R {F1E/timestampiBif/nonce kB EB/Z ZILEE)

900 FEEEEX nonce EM{ER (BRI

10.3 BAHIR

code msg 1%BA
1-100-020-001 ABREIRK ARBIIREEHEIR
1-100-020-002 PHAE KRN PHAEHRERHEIR
1-100-020-003 EHE KRN EZHEWAERHIR
1-100-020-004 TREEEY TREHANERHEIR
1-100-020-005 MREBERN MR EWAEREIR

| 1-900-005-001 | £EE2 TR AFE | ILRAEFE |
| 1-900-005-002 | 1BE/A E)/VHA R B ER AR it E/F1E | EEEIRERLK |
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10.3 BAHIR
code msg il
400 SERIOKW ERSEENFENER
500 REAEREIR RSB FE

19

=
H

1/ #H 21

T
=
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I 1. [ BEFPIRERNBERHE)
10.1 Java Rl

import cn.hutool.crypto.digest.DigestUtil;
import cn.hutool.http.HttpRequest;

import cn.hutool.http.HttpResponse;

import cn.hutool.core.util.RandomUtil;

import java.util.Map;
import java.util.TreeMap;

public class OpenApiClient {

private static final String BASE_URL = "https://test.jichengshanshui.com.cn:28302";
private static final String APP_ID = "your_app_id";
private static final String APP_SECRET = "your_app_secret";

public static String call(String path, Map<String, Object> params) {
String timestamp = String.valueOf(System.currentTimeMillis());
String nonce = RandomUtil.randomString(16);
String sign = buildSign(params, timestamp, nonce);

String url = BASE_URL + path;

HttpResponse response = HttpRequest.get(url)
. form(params)
.header("appId", APP_ID)
.header("timestamp", timestamp)
.header("nonce", nonce)
.header("sign", sign)
.execute();

return response.body();

b

private static String buildSign(Map<String, Object> params,
String timestamp, String nonce) {
StringBuilder sb = new StringBuilder();

// 1. HH% query Z#lE
if (params != null && !params.isEmpty()) {
new TreeMap<>(params).values().stream()
.map(String::valueOf).forEach(sb::append);
}

// 2. header Z#{{d (appId, nonce, timestamp F£#%)
sb.append(APP_ID);

sb.append(nonce);

sb.append(timestamp);

// 3. 1BJl appSecret + SHA256
sb.append (APP_SECRET) ;
return DigestUtil.sha256Hex(sb.toString());
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10.2 Python 55l

import hashlib
import time
import random
import string
import requests

BASE_URL = "https://test.jichengshanshui.com.cn:28302"
APP_ID = "your_app_id"
APP_SECRET = "your_app_secret"

def build_sign(params, timestamp, nonce):
parts = []
if params:
for key in sorted(params.keys()):
parts.append(str(params[keyl))
parts.append(APP_ID)
parts.append(nonce)
parts.append(timestamp)
parts.append(APP_SECRET)
sign_str = "".join(parts)
return hashlib.sha256(sign_str.encode()).hexdigest()

def call(path, params=None):
if params is None:
params = {}
timestamp = str(int(time.time() % 1000))
nonce = "".join(random.choices(string.ascii_lowercase + string.digits, k=16))
sign = build_sign(params, timestamp, nonce)
headers = {
"appId": APP_ID,
"timestamp": timestamp,
"nonce": nonce,
"sign": sign
¥
response = requests.get(BASE_URL + path, params=params, headers=headers)
return response.json()

10.3 Shell (cURL) K5l

#!/bin/bash
APP_ID="your_app_id"
APP_SECRET="your_app_secret"
TIMESTAMP=$(date +%s%3N)
NONCE=$(openssl rand —hex 16)

# 7h: /open—api/staff/query?deptId=100

# query params #t/%/5 values: deptId=100 - "100"

QUERY_VALUES="100"

HEADER_VALUES="${APP_ID}${NONCE}${TIMESTAMP}"
SIGN_STR="${QUERY_VALUES}${HEADER_VALUES}${APP_SECRET}"

SIGN=$(echo —-n "$SIGN_STR" | openssl dgst -sha256 -hex | awk '{print $2}')

curl -X GET "https://test.jichengshanshui.com.cn:28302/open-api/staff/query?deptId=100" \
-H "appId: ${APP_ID}" \
-H "timestamp: ${TIMESTAMP}" \
—-H "nonce: ${NONCE}" \
-H "sign: ${SIGN}"

AXET 2026-06-11 (KBERK, MBEOTEERSER.



